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Finding the shortest or a “short enough” vector in an integral lattice of substantial
dimension is a difficult problem. The problem is not known to be but most people
believe it is [7]. The security of the newly proposed NTRU cryptosystem depends
solely on this fact. However, by the definition NTRU lattices possess a certain sym-
metry. This suggests that there may be a way of taking advantage of this symmetry
to enable a new cryptanalytical approach in combination with existing good lattice
reduction algorithms. The aim of this work is to exploit the symmetry inherent in
NTRU lattices to design a non-deterministic algorithm for improving basis reduction
techniques for NTRU lattices. We show how the non-trivial cyclic automorphism
of an NTRU lattice enables further reduction. Our approach combines the recently
published versions of the famous LLL algorithm for lattice basis reduction with our
automorphism utilization techniques.
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Introduction

It is evident that a new era of communications and information exchange has been
underway for at least two decades. This remarkable revolution in the way we interact
with one another happened almost overnight, leaving many of us unaware of the true
vast and open nature of the cyberspace. Every day people send out love messages,
sensitive personal information, financial transactions, and corporate documents, and
even make business deals over the global communications channel. In such a setting,
one natural question that arises is the security and confidentiality of a digital packet of

information. This leads us to one of today’s hottest branches of applied mathematics:

cryptography.

Fortunately, cryptography has come a long way since its beginnings. We are able
to choose not only extremely secure cryptographic protocols, but also ones that are
fast and practical. Practical systems, however, did not exist until the mid 1970s,
when public key cryptography was born [2]. With the rise of public key cryptography,
came the possibility of the practical implementation of large user networks, where
communication flow is encrypted; i.e., altered in a way that only the authorized parties
can decrypt and read the original messages. Furthermore, public key protocols can be
used to implement authentication protocols and, thus, the possibility of implementing

digital signature schemes came into existence. But what is public key cryptography?



Unlike private-key (or symmetric) cryptosystems where both communicating par-
ties have to know a secret key, specific to them, in order to use the system, in public
key cryptography each party P has a pair of keys, a public key Ep and a private key
Dp. The public key Ep is publicly accessible to everyone, but the private key Dp is
only known to party P. When Alice (user A) wants to send a message to Bob (user B),
she looks up his public key Ep, encrypts her message x as y = Ep(z), and sends the
encrypted message y to Bob. Bob then applies his private key to recover the message:
x = Dp(y) = Dp(Ep(x)). That is, the bijective functions Ep and Dg are inverses of
each other. An eavesdropper cannot recover the message because knowledge of the
the public key E'g in no way makes it possible for one to compute the unknown private
key Dpg. It is possible to design scenarios where the above assumptions hold, but we
will not discuss these here. This remarkable idea made cryptography implementable
for large networks of users. In addition, many public key schemes provided the ability

to design corresponding digital signature mechanisms.

The security of any particular public key cryptosystem relies on some compu-
tationally infeasible problem. Such problems include factoring large integers, the
discrete logarithm problem, the subset sum problem (also known as the Knapsack
problem), and the basis reduction problem for an integral lattice. New techniques
developed in last few decades, together with the growth in computer processor speed,
forced almost all public key systems to use either very large integer arithmetic, or
some computationally involved group structure such as an elliptic curve group. As
a consequence, such systems are relatively slow, and the key sizes have to be larger

then the key sizes in private key cryptosystems. However, in the systems that rely



on the lattice resolution problem (finding a short target vector), the linearity of lat-
tice operations offers remarkable speed advantages. Currently, the best such system
is NTRU, recently proposed by J. Hoffstein, J. Pipher, J.H. Silverman [3]. In this
thesis, the goal is to propose new techniques for NTRU lattice basis reduction, and

ultimately, NTRU basis resolution, which is equivalent to breaking the system.



Chapter 1

Preliminaries

This chapter introduces some basic facts from the theory of integral lattices, and

presents the details of cryptosystem NTRU.

1.1 Basics of the Theory of Integral Lattices

By an integral lattice £ we mean a discrete (finitely generated) subgroup of the
additive group of the vector space R™. Thus, £ can be thought of as the set of all
integral linear combinations of a set of vectors B = {by, by, ..., b, } C R". If the
elements of B are linearly independent over Z then we say that B is a basis for £ and
the dimension of £ is m. If £ C R" is of dimension n then L is called a full-rank

lattice in R".

If n > 1, a lattice £ has infinitely many bases. Cassels showed that the following
theorem holds [9]: Suppose that L is a lattice of dimension n, with basis B given by
the columns of a matrix B. Let T be an n x n integral matrix with determinant £1
and let

B' =TB;



then the columns of B’ form another basis for £. Conversely, if B and B’ are matrices
representing two different bases for a lattice £, then there exists an integral matrix
T of determinant 41 such that

B =TB.

From basic linear algebra it follows that if B and B’ are two bases of the same lattice

whose vectors form columns of B and B’ respectively, then

|det B| = |det B'|.

Hence, the quantity |det B| is an invariant for lattice £, independent of the basis B

and is called the volume of L. We write vol £ for |det B|.

Definition 1.1.1. We define the inner product of two vectors v = (vy, v, ..., v,) and

w = (wy, we, ..., w,), denoted (v, w), in the standard way:

n

<'U7 ’ll)> = Zvlwz

=1

Definition 1.1.2. A set of vectors {vy, vs, ..., v, } is said to be orthogonal if (v;, v;) =
0 whenever i # j. An orthogonal set where (v;,v;) = 1, for 1 < i < n is said to be

an orthonormal set.

In general, a norm function || -] : R® — R is defined as one satisfying the

following conditions:

(1) [|v|| > 0 for v# 0, and ||v|| =0if v=0
(2) ||sv|]| = |s]| - ||v| for any scalar s € R

(3) lv+ w|| < ||v]| + ||w|] for any vectors v, w € R™.

5



In particular we use the Standard (Euclidean) norm of a vector v = (v, v, ..., vy)
defined as follows:

[v]| = (v, v)2 = /o2 + ...+ 02

One important measurement characterizing lattice bases is the geometric mean of the

norms of basis vectors; i.e., the positive n'" root of the product of the norms.

Definition 1.1.3. Let £ be a lattice of dimension n. If B = {by, bs,..., b,} and

B ={b},b,, ..., b} are bases of L satisfying:
1ol - [lbal| - .- - [[Ball > [[BY] - [1B5]] - ... - [|B5,

then we say that B’ is reduced relative to B.

We use the notation ||B|| = ||by|| - [|bz|| - ...+ [|bn|| and call ||B]| the weight of basis B.

Next, we mention two results regarding lower and upper bounds for the weight of

a lattice. A well known fact due to Hadamard [7] is the following inequality:
|B|| > vol L.

On the other hand, Hermite in 1850 introduced the following upper bound:
|B|| < ¢pvol £

where ¢, is a constant that depends only on n. Currently, the best known value for

¢, when n is large enough is about 1.43(0.97n)"n3 [7].

The following two related problems are considered to be critical and significant in

integral lattices. Unfortunately, in general they are both intractable.



Problem 1.1.1. (The Minimum Basis Problem) Given a lattice £, find a basis

B such that ||B|| = min,{||B.||}, over all possible bases {B,} of L.

Problem 1.1.2. (The Shortest Vector Problem) Given a lattice £, find a nonzero

vector vy, € L such that ||| is minimal.

The following classical theorem of Minkowski (applied to the Euclidean norm) gives

an upper bound for the shortest vector in a lattice:

Theorem 1.1.1. (Minkowski’s Upper Bound) In every lattice L of dimension

n there exists the shortest nonzero vector v such that
|v]| < ev/nVwvol L

where ¢ 1s a constant.

The best known value of ¢ for large enough N is 0.3196.

In [7] Lovész shows that the Minimum Basis Problem is N’P-hard. On the other
hand, it is not known whether the Shortest Lattice Vector Problem is NP-hard, but
it is suspected to be. Known techniques for finding a minimal or a relatively short

basis will be discussed in detail in Chapter 3.

1.2 Properties of Ring Z,,[X]/(X" — 1)

For a given positive integer m, Z,, denotes the ring of integers modulo m. R denotes

the quotient ring of polynomials with integer coefficients modulo the ideal (X% — 1);

ie., R = Z[X]/(XN —1). Similarly, R,, denotes Z,,[X]/(X" — 1). Finally, with

7



di,d_1 € Z, R{dy,d_1} denotes the set of all polynomials in R with d; coefficients

equal to 1, d_; coefficients equal to —1, and all other coefficients equal to 0. We also

make use of the following notation: if x,y € Z, then x symod y denotes the residue
Yy

of z modulo y in the interval [-[4 — 17, [4]].

Fact 1.2.1. There is a homomorphism ¢ : R — R,,, defined by ag + a1 X + ... +

an_ 1 XV — (ap mod m) + (a; mod m)X + ...+ (ay_; mod m) XN~

If m is a prime, Z,, is a field so that R,, forms a vector space.

To understand the multiplication operation in R (or R,,) it is best to think of poly-
nomials in R (or R,,) as N-dimensional vectors in Z" and Z) (respectively) whose
coordinates correspond to the polynomial coefficients. Addition in R (or R,,) is iden-
tical to vector component-wise addition, while multiplication in R (or R,,) becomes

a cyclic convolution:

(Co, e ,CN_l) = (UQ, e ,UN_l) . (IU(), e ,wN_l)

where
Cp — E V;W;j.
i+j=k mod N
Proposition 1.2.1. Let v = (vg,...,vn_1), w = (wo, ..., wy_1) and ¢ = (¢cg, ..., CN_1)

be polynomials in R (or R,,) such that ¢ = v-w. Then, the product can be expressed

as a simple matriz product C =V - W as indicated below:



Co Vo UN=1 ... Uy U1 Wo

CN—2 UN-2 UN—3 ... Up UN-1 WN -2

CN-1 UN-1 UN—2 ... U1 Vo WN-1
where, C' = (co, ..., en-1)", W = (wo, ..., wy_1)" and V is a circulant matriz whose
bottom row is v = (vo, ..., vN_1) in reverse order and each row of V is a left cyclic

shift of the row below. We denote V' by cir(v).

Remark 1.2.1. The more efficient way to compute this product when N is large is to

use Fast Fourier Transform, which requires O(Nlog N) operations. [3]

In general, the finite ring R,, is not a field and therefore it is of interest to talk
about the number of units in this ring. The following result concerning the number

of units in R, (where q is a power of a prime) is due to Schmidmeier [6]:

Lemma 1.2.2. Let ¢ = p* where p is a prime, and assume that polynomial X~ — 1
factors as a product of irreducibles over R, as X~ —1 = t{*---t™. Then, the number

of units in Ry 1s:
* - 1
Ryl = Rl T[]0 -~

=1

This result is particularly useful since setting up the NTRU system requires compu-
tation of random units from R,, and for all standard parameters ¢ is chosen to be a

power of 2.



1.3 The NTRU Cryptosystem

There are currently two proposed public key cryptosystems that rely on the difficulty
of lattice basis reduction problems: GGH and NTRU. The earlier one is the GGH
cryptosystem (named after its authors O. Goldreich, S. Goldwasser, and S. Halevi).
Unfortunately, the lattice basis reduction techniques available today force relatively
large lattice dimension n, which makes GGH impractical. Its public keys include a
full lattice basis, so that the public key must contain n? entries which is of enormous
key size when n is chosen big enough to maintain high system security. For details

regarding the GGH cryptosystem, please refer to [10].

On the other hand, the NTRU cryptosystem introduced by J. Hoffstein, J. Pipher
and J.H. Silverman at CRYPTO’96, still maintains small public key size since the
entire lattice basis can be constructed using a single vector. However, the cyclic
symmetry inherent in the NTRU setting introduces possible vulnerabilities and opens
up new ways to attack the system. This will be our main topic of discussion in Chapter

4. We present details of the NTRU cryptosystem in the next few pages.

The NTRU cryptosystem is specified by six integer parameters { N, p, q,dy,dg,, d,}.
The integers p and ¢, are not necessarily prime, but are chosen to be relatively prime
to each other. It is desirable that ¢ is considerably larger than p. Standard parameters
proposed by NTRU authors are p = 3, ¢ = 2 and N = 14 2r where r is a prime. The
underlying algebraic structure of NTRU is R, which was discussed in the previous

section.

10



1.3.1 System Setup and Key Generation

Alice, wishing to use NTRU to communicate with Bob, begins by selecting two ran-
dom polynomials f € R{ds,ds — 1} and g € R{d,,d,}. Note that since the coef-
ficients of f and g are 0’s or £1’s, f and g can be viewed as elements of R, and
R, as well. Polynomial fis required to have multiplicative inverses in both R, and
R,. According to the standard parameter choices for N € {251,347,503}, poly-
nomial XV — 1 factors either as (X — 1)P;(X)P»(X) when N is 347 or 503, or
(X — 1)P(X)Po(X)P3(X)Py(X)Ps(X) when N is 251 over Z,. Here, P;(X)’s are
irreducible polynomials over Zs. Using Lemma 1.2.2 it follows that the number of

units in R, is slightly less then a half the size of R, in all these cases.

After Alice has determined such polynomials fand g, she computes F, = f~ Uin

Ry, and F, = f~ Lin R,. Finally, she computes
h=pF,g (mod q).

Alice’s NTRU public key is the set {N,p, q,d¢,d,, d,, h}, while f is her private key.

1.3.2 NTRU Encryption

The message space M for the NTRU system includes all polynomials in R, with
coefficients reduced symod p. Suppose Bob intends to send a message m € M to
Alice. He chooses some random polynomial r € R{d,,d,.} C M, and computes

e € R, the encryption of m, as follows:
e=rh+m (mod q).

Now, since m is securely encrypted into e, Bob sends e over an open channel to Alice.

11



1.3.3 NTRU Decryption

At the other end, Alice receives polynomial e and performs the following two step

computation in order to decrypt e:

a = fe (symod q),
m = F,a (symod p).

If the NTRU parameters are chosen well, the probability that m’ = m is very close to
1. However, some parameter choices may cause decryption failure. The implementa-
tion of NTRU should therefore include some check-bits (error correcting encoding) for
each message block, since the sender alone cannot perform the decryption and check
the results. There are two types of decryption failure. Centering failure occurs when
a message is centered improperly. Let (N, p,q,dy,d,, d,) be parameters for an NTRU
cryptosystem and b = prg + mf a typical decryption polynomial with corresponding
vector coordinates (by,...,by—1). If maxj<;en{b;} > ¢/2 or minj<;n{b:i} < ¢/2
then the decryption fails and we say that the centering failure occurred [5]. In this
case, Alice can recover the original message m by adding some small integer x to all the
coefficients in a in the first stage of decryption. Another, more serious failure is the so-
called gap failure for which m is unrecoverable. If max;<;«n{b;} —min;<;«n{b;i} > ¢
we say that the gap failure occurred [5]. However, for well chosen parameters, the
probability of a gap failure is so small that practical implementations of NTRU can

even ignore gap failures.

12



1.3.4 Verifying Decryption Algorithm

The following verifies that the previously defined decryption process works, assuming

there are no decryption failures:

a = fe= flrh+ m) = flrpF,g+ m) = prg+ fm (symod q),

m = F,a= Fyprg+ F,fm =0+ 1m=m (symod p).

13



Chapter 2

Lattice Basis Reduction

When Arjen K. Lenstra, Hendrik W. Lenstra Jr., and Laslé Lovasz, published their
paper on factoring nonzero polynomials with one indeterminate over the field of ra-
tional numbers, they revealed an algorithm, called the LLL algorithm (or the L3
algorithm), that turned out to be a breakthrough in lattice reduction theory. This
chapter covers the basic L algorithm as introduced in 1982 by the aforementioned
authors [1]. The L? algorithm, together with its improved variations (due to Schnorr
and others), is the only known polynomial time algorithm for obtaining a reduced

basis of a lattice. In the next chapter we will connect L? with the cryptanalysis of

NTRU.

2.1 Basic L’ Algorithm

Before we start describing the L3 algorithm, let us recall the Gram-Schmidt orthog-
onalization process.
For a given ordered set of linearly independent vectors {by, by, ..., b, } in R", the

Gram-Schmidt orthogonalization procedure produces a second ordered set of vectors

14



{b], b, ..., b} which are mutually orthogonal and which span the same subspace as
the original set of vectors. When m = n and the vectors {by, by, ..., b, } are presented
as the columns of a matrix B, the Gram-Schmidt algorithm computes a matrix B*
whose columns are the orthogonal vectors { b, b5, ..., b } and also outputs the matrix

M = p, ; with diagonal entries equal to 1, which satisfy the following:

B = (B*)"M.

Gram-Schmidt Orthogonalization Algorithm
Input: Matrix B as defined above
Output: Matrices B* and M as defined above
M — n X n-zero matrix
i1
(1) j<1

b; «— b,
(2)  pij < (bi,bj)/|bj]?

bf — bf - M,jb;
je—J+1
if j <igoto(2)
1+—1+1
if i <n goto (1)

TERMINATE

Definition 2.1.1. Let £ be a lattice, B = (b, bs,..., b,) an ordered basis of L,
(b1, b, ...,0b;) its Gram-Schmidt orthogonalized basis and y; ; be the entries of the
n X n matrix M produced by the Gram-Schmidt algorithm. Then we say that the

basis B is L3-reduced if the following two conditions hold:



(1) iyl < 5, for 1<i<j<mn

(2) 16511 + #5410

*
J

The L3 algorithm transforms a given basis B = {by, by, ..

| > 2]|b5]1%, for j=1,2,...,n—1. [1]

., by} of lattice £ into

a basis B’ = {b},b,,..., b} which is reduced relative to B. In addition, B’ is L>-

reduced.

Basic L® Algorithm
Input: basis {by,bs,...,b,} of the lattice £
Output: reduced basis {by,bo,....;b,} of £
b « b;for1 <i<n
pij < (bi,b7)/(b},b}) for 1 <i<j<n
bf&bf—ui’jb; forl<i<j<n
B; — (b;,b}) for1<i<n
k2
1) l—k-1
perform (x)
if By < (5 — pij _1)Br—1 then go to (2)
forl —k—2,k—3,...,1 perform (x)
if Kk =n then TERMINATE
k=k+1
go to (1)
(2) pe Mk k—1
B« By + p*By—1
P k—1 — puBr—1/B
By, « By_1By/B
B,_1+ B
exchange b1 and by,

for j «—1,2,...,k —2 exchange pui_1; and pug;

16



fori=k+1,k+2,...,n compute fi; x—1 = fk k—1fik—1 + i k(1 — ppie k—1)
and i = i k—1 — Hibik
if k<2thenk=k—-1
go to (1)
(x) if [ura] > % then:

7« integer nearest to p
by «— by —rb;
Mhj — Py — Ty for j—1,2,...01—1

Mg < Mkl — T

RETURN

Remark 2.1.1. The above algorithm replaces the set of input vectors by the set of
output vectors. In other words, after the execution, the set {by, by, ..., b,} will

correspond to the basis B'.

It can be seen that the L? is a polynomial-time algorithm, with running time
O(n*log B) where n is number of vectors in the basis and 2 < B < max™,{||b;]|},

as shown in [1].

2.2 The L? Algorithm in Practice

The algorithm presented above is the original version of L? published in 1982 [1].
Since then, the L3 algorithm was slightly improved for practical purposes in [11], [12],
[13] and [14]. Schnorr’s earlier work on lattice reduction was based on the use of
block Korkin-Zolotarev bases (sometimes referred as BKZ). For detailed discussion of
block Korkin-Zolotarev reduction (BKZ-L?) see [12] and [13]. The BKZ-L? algorithm

basically generalizes the classical L? algorithm from vector blocks of size 2 to vector

17



blocks of a larger size. When compared with the original L3, the BKZ-L? algorithm
leads to higher-quality bases; i.e., bases with shorter vectors. Victor Shoup’s NTL
C/C++ library [8] contains an excellent practical implementation of BKZ-L3. For
blocksize 2, the BKZ-L? is a better polynomial-time algorithm than the originally

proposed L3. Unfortunately, BKZ-L? running time is exponential for larger blocksizes.

It may be worthwhile mentioning that the latest work of H. Koy and C.P. Schnorr

improves the general lattice reduction even further [14].

In the next chapter, we discuss how NTRU can be attacked via basis reduction.
BKZ-L? with larger blocksizes is currently one of the best methods for producing
a resolution of the NTRU lattice. However, for large enough N, BKZ-L? requires
large blocksizes in order to compute “short” and even “close-to-short” vectors in the
given lattice. In Chapter 4, we introduce a new method that uses a combination of the
polynomial-time L algorithm (BKZ-L3 with blocksize 2) and our birotation procedure
to obtain high-quality reduced bases. This technique attempts to take advantage of
the existence of cyclic automorphisms of the NTRU lattice. Furthermore, this method

can be parallelized.

18



Chapter 3

Lattice Reduction and NTRU
Cryptosystem

A consequence of viewing multiplication in the ring R as a matrix product (as seen
in Proposition 1.2.1) enables us to attack the NTRU cryptosystem by using lattice
reduction techniques (due to [15]). In the next few pages, we show that if one can find
a certain short vector in a given lattice, one can completely recover the NTRU secret
key; i.e., the secret polynomial f. Unfortunately, current lattice reduction techniques
(such as the L? algorithm and its various improvements) are not effective for larger
values of N. In such a case, after applying standard L3 with blocksize 2 to the initial
basis, the shortest resulting vectors are not short enough to break the system. If we

use larger blocksize, the running time becomes exceedingly high.

3.1 Lattice Reduction Attack on NTRU

Let {N,p,q,dy,d,, d,, h} be Bob’s NTRU public key, and let f be his NTRU private

key. Consider the following 2N x 2N block matrix:

19



The columns of this matrix are linearly independent, and hence form a 2/N-
dimensional basis for a lattice £. We say that £ is an NTRU-like lattice if the
basis of £ can be written in the above block matrix form. For x, y in R, denote by

(z, y) the 2N-dimensional vector obtained by concatenating x and y.

Proposition 3.1.1. If f, g and p are parameters of an NTRU system, then (f,pg) €
L.

Proof. By the definition of h it follows that L - (f,0)T = (f,pg)’. Therefore (f,pg)
can be expressed as an integral linear combination of vectors from the basis of L,

which means that (f, pg) € L. H

Since the parameters dy.d,, and p are known publicly, one can easily calculate the

norm of the vector (f, pg) even though f and g are not public:

|(£.p0)ll = /2(ds + dgp?) — 1.

Since the standard choice for parameter p is 3, and since both dy and d, are (by
definition) less than iN, we have that |[(f,pg)|| < V10N —1. By applying the

Minkowski’s upper bound (Theorem 1.1.1) to the NTRU-like lattice £, we see that the

shortest vector in £ has a norm less than ¢v2N *Vwvol £ = cvV/2N 2/¢N = ¢\/2Nq =
0.3196+/2Ngq. If follows that ||(f, pg)|| is considerably smaller than 0.3196+/2N¢q. This

suggest that ||(f,pg)| is probably a very short vector in L.
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In a random lattice of dimension n = 2N a Gaussian estimate (see [3, 4]) of a lower
bound to the length of shortest vector is
Nq
)\Gauss<£) = -

e

(We will further discuss the Gaussian heuristic in the next section.)

Since v/ 10N — 1 is normally less than Agquss(L£), even though our lattice is not ran-

dom, we may guess that the vector ||(f, pg)|| is indeed a very short vector in L.

A consequence of Proposition 3.1.1 is that if we could somehow significantly reduce
the given basis of £ to obtain the unknown short vector (f, pg) then we would surely

break the cryptosystem. Hence, we refer to the vector 7 = (f, pg) as the target vector.

There exists yet another short vector in the given NTRU-like lattice that is known
in advance. For good parameter choices, such vector will have smaller norm than the
target vector 7. Unfortunately, this gives no advantage in finding the unknown short

vector 7.

Proposition 3.1.2. Let vectors i = (1,1,...,1),0 = (0,0,...,0) € RY. Then the

2N -dimensional vector (i, 0) € L.

Proof. Adding the first N columns of matrix L would produce vector (%, o) if the
coefficients of h add up to 0; i.e., if h(1) = 0. However, g € R(d,,d,) implies that
g(1) = 0, which implies that h(1) = pF,(1)g(1) = 0. Hence (%, 0) can be expressed

as an integer linear combination of columns of L; i.e., (¢,0) € L n

Remark 3.1.1. The norm of vector (4, o) is always v/N.
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The vector (¢, 0) is most likely the shortest vector in £ (clearly less then the Minkowski’s
smallest vector upper bound), and this is one of the reasons why we do not refer to

the target vector 7 as the shortest, but as a short vector in the lattice.

Up to this date, lattice reduction constitutes the most effective attack on the
NTRU cryptosystem. Therefore, a choice of system parameters must be made in
such a way, to support the highest resistance against the best known lattice reduction

techniques. In the next section we introduce criteria for good NTRU parameters.

3.2 Selecting Good NTRU Parameters

There are two main considerations for choosing cryptographically good NTRU param-
eters: i) maximizing the security of the NTRU cryptosystem and 47) minimizing the
complexity of its application. One of the main security weaknesses in NTRU would
occur if ged(p,q) > 1. Such a property would significantly shrink the search space,
and in the case ged(p,q) = p we would have that e = m (mod p) which means
that the plaintext and the ciphertext would be the same! Due to the NTRU setup
and key generation, there is an important constraint that must be satisfied. Namely,
the polynomial f must have multiplicative inverses in both R, and R,. Hence, we
want to select parameters in such a way that the number of units in both R, and R,
is maximized. A useful result from [3] suggests that if ged(f(1),pq) = 1, and if N is
chosen so that the order (as a group element) of every prime dividing either p or ¢
is large in Z};, then almost all such f’s will be invertible in R, and R,. According
to this criterion, choosing the polynomial f from R(ds,d; — 1) is an extremely good

idea since then f(1) = 1 and therefore ged(f(1),pq) = ged(1,pq) = 1. To achieve
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large order of every prime divisor of p or ¢ in Z}, a good choice would be for N to be
a Sophie Germain prime. A prime N is called a Sophie Germain prime if (N —1)/2
is also a prime. For such N, a prime element in Z} would have order (N — 1) or

(N —1)/2.

Example 3.2.1. Integer 503 is a Sophie Germain prime since 503 is a prime and
(503 — 1)/2 = 251 is also a prime. The authors of NTRU suggest N = 503 as one of

the standard high-security parameters.

Additionally, maximizing the security of NTRU cryptosystem involves minimizing
vulnerability to lattice reduction techniques. To achieve this, we need to explore
all possible alternatives that an attacker may utilize to help the lattice reduction
procedure. It is not hard to notice that an attacker may form a slightly more general

NTRU-like lattice £ using the block matrix

where « is a real number.

We call such an £ a generalized NTRU-like lattice. In this case, the target vector
becomes 7' = (af,pg). A lattice reduction method (such as the L? algorithm) would
have the highest probability to find target vector 7’ if the attacker selects o to max-
imize the ratio between the expected norm of a smallest vector in £’ (we call it o)

and the norm of 7/ [3, 4].

The Gaussian heuristic provides a method for predicting properties of random lat-

tices. This heuristic predicts [4] that the shortest vector in a random lattice £’ of
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large dimension has approximate norm

where n = dim £’ and V = vol L.

The short vectors are expected to have a norm value that is very close to 0. An

analogous expression for the generalized NTRU-like lattice £’ is

aNq
e

g =

since dim £’ = 2N and vol £ = oV ¢V.
Hence, in order to maximize the probability of breaking the NTRU system using

lattice reduction, the attacker should choose o to maximize the following ratio:

o alNq 1 aNq 1

2 _ )
)  me(a?||fll+lpgll)  Const- (allfl +a~ pgll)

N A ey e ey

This expression will be maximized if the attacker chooses a as follows:

gl

Il

Since both ||f|| and ||g| are known publicly, the attacker can easily calculate the
value of «, and use the appropriate generalized NTRU-like lattice as input for the
chosen lattice reduction method. Since « is a real number, possibly even irrational,
using « directly would create messy floating point operations and calculations. We

now show how the attacker can get around this problem.
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Let a/b be a rational approximation of « for some integers a and b. Consider the

lattice £* given by the following block matrix:

al ‘O

L=
cir(bh) ‘ ql

Since L* - (f,0)T = (af,bpg)”, by the argument in Proposition 3.1.1. the vector
(af,bpg) is in the lattice £*. In this case, the vector 7" = (af,bpg) is our target

vector.

Knowing all this, one should set up the NTRU cryptosystem parameters accord-

ingly. It is useful to define a parameter ¢y, as a ratio of ||7’|| and o when « is ||pg|| /|| f:

__ [erelsllal
h — Nq .

The parameter ¢, is a measure of how far the lattice £’ departs from a random lattice.
For smaller values of ¢, it is easier to apply lattice reduction and find the small target
vector. When the polynomials f and g are generated, one should calculate the value
of ¢, to check the system security. The values of ¢;, that are close to 1 are considered
good and the attacker will have a hard time breaking the system via lattice reduction

techniques (such as variants of the L3 algorithm).

Remark 3.2.1. To simplify arguments and experiments we will set & = 1 and choose

system parameters accordingly.

We were able to utilize a lattice reduction attack on NTRU by combining Victor

Shoup’s NTL (Number Theory Library) package [8] and programming language APL.
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Using our software, we were able to break NTRU cryptosystems for most values of
N < 45 and randomly generated polynomials f and g by using BKZ-L? algorithm
with blocksize 2. For slightly larger values of N we were successful only after applying
the same algorithm with blocksize > 2. The running-time was notably longer for
bigger blocksizes. Unfortunately, the needed blocksize to break the system grows

exponentially with respect to the growth of N.
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Chapter 4

Parallel Symmetrized Attack on
NTRU Cryptosystem

In this chapter we introduce a new attack based on the fact that NTRU lattices
have non-trivial automorphism groups. This attack relies on the symmetry of the

NTRU-like lattice and can be parallelized.

4.1 Notation

Definition 4.1.1. Let v = (vy,vs,...,v9y). Define birotation of v by k positions,

denoted birotater(v), as the vector

(Ul+k mod N> V2+4+k mod Ny -« -y UN+k mod Ny UN+(14+k mod N); - - - s UN4(N+k mod N))-

Example 4.1.1. Let v = (1,2,3,4,5,6,7,8,9,10, 11, 12). Then, birotation of v by 2
positions is birotates(v) = (3,4,5,6,1,2,9,10,11,12,7,8).

Definition 4.1.2. A permutation matriz is a square zero-one matrix having exactly

one entry equal to 1 in each row and each column.
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We now define permutation matrices algebraically.

Definition 4.1.3. Let S,, be the symmetric group of degree n, and let 7 € S,,. The
permutation matriz P, associated with m is an n X n zero-one matrix which has 1’s in

positions (i,7(7)), 1 <1i < n, and 0’s elsewhere.

Example 4.1.2. If 7= (1 5 3)(2 4), then a matrix associated with 7 is

As the name suggests, applying an n X n permutation matrix P, to an n X n matrix
M will permute either the rows or the columns of M, depending on which side we
apply P,. For example, multiplying M by P on the left will permute the rows of M
according to 71, while multiplying M by P on the right will permute the columns

of M according to .

Let P, denote the permutation matrix that performs a cyclic shift by & positions
on the symbols 1,2,...,n. Then n X n matrix Py, where k € Z,, can be expressed

with following block-matrix form:
O* In—k
I, | OF

where I; denotes the i x i identity matrix, and O, denotes the (n—k) x k zero matrix.

We call Py a k-shift permutation matriz.
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Note that we can denote a k-shift permutation matrix by using the permutation
m=(12 ... n)as follows:

P, = P = (P,)F.
The following fact can be easily verified:

Fact 4.1.1. If v = (vy,v9,...,v2x) € R, then

P. | O
birotatey(v) = v,

0 Py

where P, is the N x N k-shift permutation matrix, and O is the N x N zero matrix.

4.2 BIROT Algorithm

Before we discuss the details of our BIROT algorithm, we observe the following simple

lemma:

Lemma 4.2.1. Let h = (hy, hs,...,h,) € R, H = cir(h), and Py be an n x n k-shift
permutation matriz. Then, PoH = HPy.. (This follows directly from the definition of
H and Py)

Next, we introduce the following proposition:

Proposition 4.2.2. Let L be an NTRU-like lattice. Then, v € L if and only if

birotater(v) € L.
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Proof. Let £ be an NTRU-like lattice, L a 2N x 2N matrix whose columns form a
basis for £, and P, the N x N k-shift permutation matrix. Let v € £, and let P be

the following block matrix:

_ P O
P = ,  where O is the N x N zero matrix.

0 Py

Then, v can be expressed as an integer linear combination of columns of L; i.e., there

exists a vector & = (x1,...,zoy), with all integer coefficients, such that
v = Lx.
Multiplying both sides by P yields:
Pv=PLz = PLP Pz.
By using Fact 4.1.1 we get that:
birotate,(v) = PLP - birotatey(z).

On the other hand, by Lemma 4.2.1 the following equality holds:

o P. | O I O P! O
PLP = =
O | P cir(h) | qf @) P!
Py O P! O
Pycir(h) | qP @) P!
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PPt O I O

Ppcir(h)P' | qP P!

Finally we have that birotatey(v) = L - birotatey(x). Since birotatey(x) is some
vector of integer entries, birotate,(v) can be written as an integer linear combination
of columns of L; i.e., birotate,(x) € L. For the converse, assume birotate,(v) € L
and observe that birotaten_g(birotate,(v)) = birotatey(v) = v so by the direct

statement of this proposition it follows that v € L. O

The following lemma follows easily by elementary considerations:

Lemma 4.2.3. Let L be any integral lattice, and suppose that vectors V = {vy, v, ..., v,}
form a basis for L. If w € L then, for any i, 1 < ¢ < n, the set of vectors
V' ={v,v,...,0_1, W, Vy1,...,0,} forms a spanning set for a sublattice L' of L.
If vectors in V' are linearly dependent over Z, then det V' =0 and dim L' < dim L.
When the vectors in V' are linearly independent over Z, then the sublattice L' is of

the same dimension as £ and V' forms a basis of L.

Proposition 4.2.4. If L' is a sublattice of an integral lattice L and L', L are their
bases respectively, both of dimension n x n, then det(L) | det(L'). Furthermore,

L =L if and only if |det L'| = |det L|.

Proof. Since L' is a sublattice of £, the columns of L' can be written as integer
linear combinations of columns of L. Thus, there exists an n X n matrix X such
that L' = X L. This implies that det L' = det X - det L. Since entries of X are all

integers it follows that det X € Z . Thus, we have that det L|det L’ ]
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Using these facts (see also page 5 in the Preliminaries), one can observe the fol-
lowing consequences: Let {N,p, q,ds,d,, d,, h} be an NTRU cryptosystem, and let L
be a basis of the corresponding lattice £. Without loss of generality, assume that the
columns of L (denoted by ¢y, ca, ..., con) are sorted by their norm values in acceding
order. Let L' be 2N x 2N matrix whose columns are ¢, ca, ..., Con_1, birotateg(cy).
By Proposition 4.2.2, birotatey(cy) is in the lattice £, and thus, if the columns of
L' are linearly independent, then by Lemma 4.2.3 L’ is a basis of a sublattice of L.
Furthermore, by Proposition 4.2.4, det(L’)/det(L) is an integer. From the previous
discussion in the Preliminaries we conclude that if this value is +1 then L’ is another

basis for £, having weight less than or equal to the weight of the original basis L.

BIROT Algorithm
Input: 2N x 2N matrix L (a basis of an NTRU-like lattice), and integers m,n (1 < m < n < 2N)
Output: 2N x 2N matrix L' with weight less then the weight of L
L"— L
11
a — det(L)
(1) nth column of L” « birotate;(m*" column of L")
b det(L")
if 2 =141 goto (2)
1—1+1
if i < N go to (1)
L'~ 1L
TERMINATE
(2) L'« L"
TERMINATE

We say that algorithm BIROT had a hit if the weight of the output basis is lower
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than that of the input basis. Numerous experimental results suggest that BIROT
will always result in a hit for a basis output by the basic L? algorithm. Furthermore,
applying L? to a BIROT reduced basis results in further reduction. This leads us to
an algorithm that iteratively combines a number of L? and BIROT computational
blocks to reduce the basis of an NTRU-like lattice. We call this algorithm “GAME”.

In addition, as we will soon observe, portions of GAME can be parallelized.

4.3 Let’s play GAME

Algorithm GAME takes an NTRU-like lattice as input and outputs a reduced lattice
basis of smaller weight, possibly containing the short vector we seek to break the

associated NTRU cryptosystem.

Remark 4.3.1. Algorithm L? alone produces the same output when applied once or
multiple consecutive times assuming the L3 parameters are constant. The idea is to
somehow randomize the L3 output lattice so that applying the same L? process again

would have further reduction effects.

To keep the notation simple, we call BKZ-L? with blocksize 2 simply L3. We
use this version of L? since it includes the latest improvements and, when used with
blocksize 2, it preserves polynomial time execution. In the initial step, GAME applies
the L? algorithm to the NTRU-like lattice basis. The output lattice basis from this
initial step we call the first stage basis. In the next step, we apply the BIROT
algorithm to reduce the basis and to randomize the L3 output basis. Now we apply

L3. It is well known that the degree of a success in reducing a basis of a given lattice
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by means of L3 is sensitive to the ordering of the vectors of the input basis. Thus,
it is reasonable to submit a number of differently ordered bases to the L3 algorithm
and select the output basis of the smallest weight. In the next step of GAME, we
produce p bases Lq, Lo, ..., L, each of which is obtained by randomly permuting the
columns of the BIROT output basis, and then applying L? to each of them. After
selecting the output basis with the smallest weight, we have concluded a round. Now,
we simply iterate the algorithm from the BIROT procedure. There is no rule as to
how many times one can perform the GAME loop. At some point the basis will
not be reducible further and we either have lattice resolution or a significant basis
reduction (in comparison to the first stage basis). The BIROT step combined with
the random column permutation in the GAME algorithm does exactly what we need:

it randomizes the basis to allow consecutive L3 reductions.

The pseudo code for the algorithm GAME is given below:

GAME Algorithm
Input: 2N x 2N matrix L (a basis of an NTRU-like lattice), and integers p and r
Output: 2N x 2N matrix L’ with weight less then the weight of L
L" — L
1+ 1
(1) perform (%)
m 1
if norm of 1st column of L,,,;, = V/N then m « 2
n <« 2N
(2) L"” < BIROT(Luin, m,n)
if L = Lyin go to (3)
1—1+1

if i <r goto (1)
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L' L"
TERMINATE
(3) n—n-1
go to (2)
(%) Lpin < L”
g1
(1*) L! < randomly permuted columns of L”
L, — LLL(LY)
if weight of L < weight of L,,;, then Ly, < L,
je—j+1
if 7 <pgoto (1%)
sort columns of L,,;, in acceding order by their norms

TERMINATE

4.4 Parallelization

The step where we perform the L3 algorithm on n lattices clearly can be parallelized
into n independent (parallel) processes. In addition, part of the BIROT algorithm it-
self can be parallelized into N — 1 parallel processes, one for each birotate; call (where
i runs from 1 to NV — 1). This feature makes the GAME algorithm practical by sig-
nificantly reducing the running time. We call the parallel counterparts of algorithms
BIROT and GAME simply P-BIROT and P-GAME. To minimize the running time,

our implementation of P-GAME should use P-BIROT as a subroutine.

Figure 4.1 shows the parallel implementation of BIROT algorithm (P-BIROT) using

the schematic diagram:



Input: L,n,m

CPU 1 CPU 2 CPUN -1
Li=L Lo=1L Ly-1=1L
L1 [n] = birotatey (L1[m]) Lo[n] = birotatea(La[m]) Ln_1[n] = birotaten—1(Ln—1[m])
d1 = det(Ll) dz = det(Lg) dN_l = det(LN_l)
True False

d; = det L (for some ¢,0 < i < N)

Output: L

- J

Figure 4.1: Schematic diagram representing the parallelized BIROT algorithm

Next, we introduce the parallelized GAME algorithm (P-GAME) in Figure 4.2 using

the same schematic diagram representation:
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e N
Input: L,p,r
N J
c=0, L =LLL (L)
L = BIROT (L)
L; = randomly permuted columns of L
(forallj,0<j < N+1)
True False
c<r
CPU 1 CPU 2 CPU p
Ly = LLL (L)) Ly = LLL (Ly) L, =LLL (L,)
c=c+ 1, L = L; of minimal weight
e \L N
Output: L
N J

Figure 4.2: Schematic diagram representing the parallelized GAME algorithm
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Chapter 5

Tests of Performances

We performed experiments to test the performance of our GAME algorithm and
compare it to BKZ-L3 algorithm with large blocksize. We have compiled C routines
that include Victor Shoup’s NTL (Number Theory Library) [8] package into DLL’s
(Dynamic Link Libraries) and used them together within an APL 4.0 programming
environment. Due to long running times of both algorithms, large blocksize BKZ-L?3
and GAME, we limited our tables to relatively small values of N, yet not too small
since in that case BKZ-L3 with blocksize 2 would result in lattice resolution after the

initial run.

The following example was run on an Intel Pentium® processor with a clock-speed
of 450MHz and it illustrates an attack on the NTRU cryptosystem case using our
algorithm GAME:

Example 5.0.1. Let us define an NTRU cryptosystem by using the following pa-

rameters:
N =41,
p=3,

38



g =27 =128,

df = 6,
d, =6,
d, = 4.

The following are the private key components f and g:
f = (_17 07 07 07 _17 07 17 07 17 07 Oa _17 07 07 07 07 07 07 17 07 07 07 07 07 _17 17 07 07 07 17 07 07
_170707 1707070707070)7

g = (_L _13 1707 17070707 1707070707 170707 17070707 170>0a _15 _170707 _1707070707
0,0,0,0,—1,0,0,0,0,0).

The public key polynomial h is generated as follows:
h = (34,87,118,85,24,89, 37,85, 72,50, 118, 105, 123, 109, 52, 42, 95, 38, 103, 127, 37,
99,99, 126,79, 14,78, 39, 82,90, 105, 69, 74, 74,94, 18,79, 121, 110, 81, 39).

Therefore, the target vector 7 (see Chapter 3) is:

7= (f,pg) = (~1,0,0,0,—1,0,1,0,1,0,0,—1,0,0,0,0,0,0,1,0,0,0,0,0, —1, 1,0,
0,0,1,0,0,-1,0,0,1,0,0,0,0,0,-3,-3,3,0,3,0,0,0,3,0,0,0,0,3,0,0,3,0,0,0, 3,
0,0,-3,-3,0,0,-3,0,0,0,0,0,0,0,0,-3,0,0,0,0).

Suppose we only know the public information for this particular NTRU case; i.e., we
pretend that we do not know polynomials f and g. From the previous discussion we
are able to calculate the norm value of the target vector (f,pg). In particular, the

norm value of the target vector of the above defined system is 10.908712.

We form an NTRU-like lattice for the NTRU system defined above. The correspond-

ing matrix L is an 82 x 82 matrix of integer coeflicients. The following table is a
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summary of the algorithm GAME applied to matrix L. Parameter r (number of

processors used in parallel) was chosen to be 20

) wt(L) after r wt(L) after ) ) )
Iteration wt (L) parallel randomized L3 BIROT Time Cumulative Time
0 262.76223 114.26332 113.67514 13 13
1 113.67514 90.573651 90.066526 7 20
2 90.066526 87.45698 87.043456 3 23
3 87.043456 85.096357 84.674356 3 26
4 84.674356 71.530197 71.212539 6 32
5 71.212539 71.018393 70.638393 4 36
6 70.638393 62.844481 N/A 6 42

Table 5.1: Performance of GAME algorithm when parameter N=41

and resolution occurred after only 6 iterations. We performed the sequential version
of GAME; however, we constructed the table and measurements as if the algorithm
GAME was parallelized. The following is a list of rounded ratios of the norms of

vectors in L with the norm of a target vector 7:

01145555555555555555555555555555566666666666666666666

666666666666666666666777T7TTTT7T.

Algorithm GAME found a basis of weight 62.844481 which contains the two birota-
tions of a target vector. Thus, after a running time of 42 seconds (the time measure-
ments in the table above are in seconds), we broke the given NTRU cryptosystem for

N =41.
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On the other hand, the following table is constructed to illustrate the performance of

the BKZ-L? algorithm with larger blocksizes:

Blocksize wt (L) after L® Time
2 114.26332 13
3 18.101105 48

Table 5.2: Performance of BKZ-L? algorithm when parameter N=41

In this case, we got resolution for blocksize 3 but the running time was 48 seconds.

Hence, in this example, algorithm GAME performed slightly better (as far as breaking

the system).

A second example was run on an Intel Pentium® processor with a clock-speed of

966MHz and the results are even more impressive:

Example 5.0.2. Let us choose the NTRU cryptosystem with the following set of

parameters:
N =43,
p=3,

q =128,

dy =12,

dy =12,

d. =9,

f = (_]-7 ]-a _]-a _1a0707 17 1a _1a07

-1,1,-1,0,0,0,1,0,0,1,0,-1,0,0,-1,0,0, -1, 0,
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1,-1,-1,0,1,0,0,0,1,0,1,1,1,0,0),

g = (Oa _1a _1a _1a _1a ]-7 17 _17 _1707()’07 ]-707 1a07070707 1a 0707 _1707 1a07 1707 1a _1a
_1707()’07 17 17 _17()’ _1a ]-7 _]-7 17070)7

h = (112,110, 53,26, 98, 111,80, 17,87, 41, 115, 70, 50, 68, 84, 82, 21, 43, 63, 60, 94, 113,
101,5,78, 15,59, 101, 46,80, 115, 51, 101, 29, 118, 19, 124, 117, 30, 3, 17, 37, 100),

T = (fapg) = (_17 17 _17 _170707 17 17 _1707 _17 17 _17070?07 170707 1707 _170707 _17
0707_170717_17_170717070707170717171>070? _3? _37 _37 _373737_37_3707070737
0,3,0,0,0,0,3,0,0,-3,0,3,0,3,0,3, —3,-3,0,0,0,3,3, 3,0, —3,3, —3,3,0).

We represent the summary of the attack using algorithm GAME in the following

table:
) wt(L) after r wt(L) after ) ) .
Iteration wt (L) parallel randomized L3 BIROT Time Cumulative Time
0 254.98346 75.444337 75.011991 16 16
1 75.011991 60.483632 60.215711 5 21
2 60.215711 55.208116 N/A 4 25

Table 5.3: Performance of GAME algorithm when parameter N=43

After only 2 iterations and the running time of 25 seconds, algorithm GAME found
a birotation of the target vector in the lattice of weight 55.208116. The following is a

list of rounded ratios of the norms of vectors in L with the norm of a target vector 7:

01333333333333333333333333333333333333333333333333333

333333333333344444444444444444444.
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Next, we present the performance of the BKZ-L? algorithm with various blocksizes.
This approach in attacking the NTRU system defined above performed poorly in
comparison to the GAME attack. As one can see from the following table, BKZ-L3

needed blocksize 4 to find a birotation of the target vector 7:

Blocksize wt (L) after L? Time
2 75.444337 16
3 56.458075 75
4 20.786134 108

Table 5.4: Performance of BKZ-L? algorithm when parameter N=43

The time to break the system was 108 seconds (1 minute and 48 seconds). Clearly, in
this example algorithm GAME performed more than 4 times faster than the BKZ-L3

algorithm.

However, we have to stress that in some instances our algorithm GAME performed
worse than BKZ-L? with large blocksize. This is due to the random nature of the

GAME process.

43



Chapter 6

Conclusions and Further Research

We found new ways of exploiting the symmetry of NTRU-like lattices. The method
we proposed combines deterministic and non-deterministic approaches into one al-
gorithm. Due to the random nature of this algorithm its performance varies, but
in many instances the performance of our method is better than the performance
of other NTRU attacks. In general, this method can be expanded for solving any
integral lattices that posses non-trivial automorphisms (assuming we change the per-
mutation from birotation into the appropriate one). Such integral lattices appear in
problems from other areas of mathematics and science. For example, there are prob-
lems which involve reducing integral lattices with non-trivial automorphisms that

appear in t-designs.

The possibilities for further research are quite extensive. Whenever a process con-
tains some randomness there is a good chance for improvement by discovering some
regularities that can replace complete randomness with a somewhat constrained ran-
domness. This is what we are currently working on: we are trying to understand
which permutations of the columns of a lattice basis matrix will result in a better

performance. We are also looking at how permutations of different distances applied
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to the ordering of columns change the performance. This may result in an excellent
hill-climbing method for reducing the basis of the lattice with non-trivial automor-

phisms.
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