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Abstract. In this work we present and analyze a conceptually novel
encryption method for digital videos. This type of encryption has sev-
eral advantages over currently available video encryption algorithms. We
analyze both security and performance aspects of our method, and show
that the method is efficient and secure from a cryptographic point of
view. Even though the approach is currently feasible only for a selected
class of video sequences and video codecs, the method is promising and
future investigations might reveal its broader applicability.

1 Introduction

In most digital video security architectures, video encryption plays a key role in
ensuring the confidentiality of the video transfer. However, conventional, general-
purpose encryption algorithms (such as AES) are not suitable for video encryp-
tion in many digital video applications [10, 5, 3, 7], mainly since these algorithms
do not conform to various video application requirements that we discuss next.
In order to overcome this problem, a significant number of video encryption al-
gorithms specifically designed for digital videos have been proposed (e.g. [8, 15,
10, 4, 3]).

In general, applying a well-established, general-purpose, symmetric-key en-
cryption algorithm to a video sequence is a good idea from a security point of
view. However, there are applications with requirements that are not supported
with conventional encryption methods. Thus, encryption algorithms specifically
designed to support these requirements are desirable. These aspects include the
following: (1) level of security and perception, (2) format-compliance, (3) degree
of bitstream expansion, and (4) error-tolerance.

To identify an optimal level of security, we have to carefully compare the cost
of the multimedia information to be protected versus the cost of the protection
itself. Light-weight encryption, often called degradation, may be sufficient for
distributing multimedia content of low value. Often, degradation intentionally
preserves some perceptional information with visual quality that is unacceptable
for entertainment purposes. This type of encryption is referred to as perceptual
encryption. If the video contains sensitive industrial, governmental or military
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information, then the cryptographic strength must be substantial and no per-
ceptual information should be preserved after encryption.

In many applications it is desired that the encryption algorithm preserves the
video compression format. In other words, after encrypting the encoded video,
ordinary decoders can still decode it without crashing. This is a quite important
aspect in digital video broadcasting applications where an encrypted video is
broadcast to all system users. This property of an encryption algorithm is often
called format-compliance (also called transparency, transcodability or syntax-
awareness). When feeding the decoder with the format-compliant encrypted
data the produced output appears either perceivable but somewhat distorted or
non-perceivable and random, depending on the type of encryption (see Fig. 1).

It is required in many applications that the encryption transformation pre-
serves the size of a bitstream. This is known as the constant bitrate requirement.
However, more often than not, it is simply preferred that the output produced
by an encryption-equipped encoder and the output produced by an ordinary
encoder have similar sizes (a near-constant bitrate). A near-constant bitrate is
likely to occur when a block cipher is used for encryption, since in that case the
encrypted output is always a multiple of the blocksize.

Finally, for many multimedia systems error-tolerance, or error-resilience, is
usually of high importance. Advanced video coding systems (e.g. H.264) have
their own error correcting mechanisms. Hence, a video encryption algorithm that
preserves these mechanisms is favorable for video systems with noisy channels.

For the most part, modern cryptography is designed for a generic bitstream,
and as such, it disregards the aforementioned properties of a digital video and
the requirements of a typical digital video application. In the next section, we
present an overview of the video encryption algorithms proposed in the past
mainly to overcome some of these application-related problems.

The rest of this paper is organized as follows. Section 2 provides a brief
overview of existing video encryption algorithms, and Section 3 introduces our
proposed method. In Section 4 we present a security analysis of our method, while
in Section 5 we provide its performance analysis with some experimental results.
Finally, Section 6 holds our conclusions and suggestions for further research.

(a) (b) (c)

Fig. 1. Decoded video produced by an ordinary decoder for (a) video without encryp-
tion, (b) video encrypted with format-compliant perceptual encryption, and (c) video
encrypted with high-security format-compliant encryption.
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2 Overview of Video Encryption Algorithms

In general, there are two basic research methodologies regarding the encryption
of digital videos: selective encryption approaches and full encryption approaches.
While full encryption approaches are designed to encrypt the entire video bit-
stream (raw or compressed), selective encryption approaches perform encryption
only on certain, carefully selected parts of the video bitstream. Most of the pro-
posed methods belong to the category of selective encryption approaches since,
in many instances, encrypting the entire bitstream introduces an expensive per-
formance overhead.

The idea of selective video encryption was introduced independently by
Meyer and Gadegast (SECMPEG) [8], and by Maples and Spanos (Aegis) [15].
Since then, a significant number of selective encryption proposals appeared in the
scientific literature. A good reference for selective image and video encryption
methods along with some security analysis is given in [3, 7].

As Fig. 2a depicts, most selective video encryption algorithms require a modi-
fication of the codec, which is a drawback for systems with pre-installed hardware
codecs. Another common problem with selective encryption approaches is the
lack of standard methods for proper security evaluation. Many selective encryp-
tion approaches were broken shortly after they were proposed because scientists
found ways to exploit the information from the remaining, unencrypted bits.
For example, Agi and Gong [1] showed weaknesses in SECMPEG [8] and Aegis
[15] a year later. Also, a year after Tang proposed an image/video encryption
method [16] based on permuting the zig-zag reordering after a DCT transfor-
mation, Qiao and Nahrstedt [11] discovered serious weaknesses against attacks
derived from statistical analysis of the unencrypted DCT coefficients. Seidel at
al. [12] show some weaknesses in the video encryption algorithms by Shi et al.
soon after the original proposal [13]. The true correlation between encrypted and
unencrypted bits is often hard to properly estimate in terms of required security
levels. Hence, the selective encryption approaches are much easier to design and
evaluate against the performance aspects, than to properly evaluate in terms of
security.

Full encryption approaches essentially encrypt the entire multimedia data.
The full encryption approach is not to be confused with the so-called näıve ap-
proach, which is itself in the category of full encryption. By a näıve approach
one understands a video encryption method that uses a conventional, general-
purpose modern cryptosystem to encrypt the entire video bitstream. A “con-
ventional cryptosystem” refers to a modern symmetric-key cryptosystem that
is either one of the encryption standards, or a well-established general-purpose
cryptosystem that was designed and evaluated by reputable cryptographic ex-
perts, companies, or agencies. Full approaches that are not considered näıve are
mostly systems that are specifically designed to encrypt a specific multimedia
type of data. These approaches, which we refer to as alternative full approaches,
take into consideration the performance and security aspects needed for an ef-
fective multimedia encryption.
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Fig. 2. The usual architectures for: (a) selective video encryption where both encoder
and decoder must be modified since the encryption/decryption is performed during the
compression/decompression stages, and (b) full (and näıve) video encryption where the
entire compressed video bitstream is encrypted using a standard cryptosystem (e.g.
AES) or an alternative fast cryptosystem (e.g. chaos-based).

A notable path that the research community took for the full alternative video
encryption approaches was the use of fast chaotic maps to achieve encryption.
Chaos-based methods are apparently promising due to their fast performance.
Although many chaotic encryption approaches were shown to be insecure, there
are chaotic encryption algorithms that, up to date, remain unbroken (e.g. [4]).
An excellent overview of these approaches, along with their comparative secu-
rity analysis is presented in [5] and [3]. There are a few recently proposed fast,
hardware-friendly full encryption methods that are based on a class of neural
networks [2]. However, these methods were later shown to be less secure than
originally anticipated [14]. Yi et al. proposed a new fast encryption algorithm
for multimedia (FEA-M), which bases the security on the complexity of solving
nonlinear Boolean equations [17]. The scheme was shown insecure against several
different attacks [18, 9].

In addition to questionable security, the full alternative encryption approaches
are not application-friendly when applied after compression, and the application
requirements such as format-compliance or error-resilience are not supported.
Fig. 2b shows the typical structural design of full encryption approaches, where
encryption is performed after compression and where no modification to the
codec is needed.

3 Our Model

Strong encryption is a process that produces randomized data. On the other
hand, compression efficiency is directly dependent on the presence of source
data redundancy. The more the data is correlated, the better the compression,
and vice versa. One may ask the following important question: Is it possible to
design an encryption mechanism of reasonable security that preserves, or perhaps
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Fig. 3. The architecture of the proposed algorithm: The encryption and decryption
are performed outside the current video system. This results in no modification to the
codec and fully compliant, application-friendly video outputs.

even increases the compressibility (correlation) of data? To our knowledge, no
such system has ever been proposed in the published scientific literature. Such
system is here referred to as the Correlation-Preserving Encryption (CPE). CPE
for digital videos encoded with spatial-only coding is indeed possible to achieve
with permutation-based transformations. In this section we present the details
of our CPE approach. The architecture of this approach is depicted in Fig. 3.

Let V be a video sequence consisting of m frames denoted by I1, I2, . . . , Im.
For our model we assume that all frames in V are part of a single scene with a
relatively low movement, captured with a static camera, so that the differences
between adjacent frames are relatively small. Furthermore, we assume that each
frame has a dimension of w×h and up to 2n different pixel values (colors), such
that w × h is much larger than 2n . By the pigeonhole principle this condition
favors higher frequencies of the pixel values within a frame. Finally, let σi denote
a sorting permutation of Ii, and σi(Ii) the image with sorted pixels from Ii.

We describe two versions of our algorithm. The first one is designed for
lossless spatial-only codecs, such as Animated GIF (A-GIF), Motion PNG (M-
PNG), or Motion Lossless JPEG (M-JLS), while the second one is targeted for
lossy spatial-only codecs, such as Motion JPEG (M-JPEG).

Suppose Alice wishes to securely transmit a video sequence V = I1, I2, . . . , Im

to Bob. We assume that if Alice would like to transmit V to Bob non-securely,
she would normally use video compression algorithm C (the encoder) and de-
compression algorithm D (the decoder). She opens two channels with Bob, the
regular, non-secure multimedia distribution channel R, and the secure channel
S where transmission data is encrypted using some standard method (e.g. AES-
based protocol).

The Lossless Case. The following is the outline of the proposed algorithm for
lossless codecs:

1. Given a video sequence V = I1, . . . , Im, Alice computes σ1.
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Fig. 4. Diagram of our encryption algorithm for lossless spatial-only video codecs.
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Fig. 5. Diagram of our decryption algorithm for lossless spatial-only video codecs.

2. Alice calculates C(I1) and transmits it through channel S. This is the secret
part (the key) of the algorithm.

3. For each next frame Ii, i = 2, . . . ,m, Alice does the following:
(a) She computes the frame σi−1(Ii) and the permutation σi;
(b) Alice then applies the standard encoder to the frame σi−1(Ii) and trans-

mits the encoded frame C(σi−1(Ii)) to Bob via regular, non-secure mul-
timedia channel R.

At the other end, Bob performs the following decryption algorithm in order to
recover the original video sequence V:

1. Bob decodes C(I1) into I1 and from it calculates a sorting permutation σ1.
2. For each received frame C(σi−1(Ii)), i = 2, . . . , m, Bob does the following:

(a) Decodes C(σi−1(Ii)) into σi−1(Ii) and calculates Ii = σ−1
i−1(σi−1(Ii))

where σ−1
i−1 is an inverse permutation of σi−1;

(b) Calculates a sorting permutation σi from Ii.
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Fig. 6. Diagram of our encryption algorithm for lossy spatial-only video codecs.

The Lossy Case. The proposed algorithm for lossy codecs is described as
follows:

1. Given a video sequence V = I1, . . . , Im, Alice first computes C(I1) and then
I ′1 = D(C(I1)) from which she calculates a sorting permutation σ′

1.
2. Alice sends C(I1) via secure channel S to Bob.
3. She applies σ′

1 to I2, computes C(σ′
1(I2)), and sends it via R to Bob.

4. Next, she computes I ′2 = D(C(σ′
1(I2))) and then I ′′2 = (σ′

1)
−1(I ′2) from which

she calculates a sorting permutation σ′′
2 .

5. For each next frame Ii, i = 3, . . . ,m, Alice does the following:
(a) Applies σ′′

i−1 to Ii, computes C(σ′′
i−1(Ii)), and sends it to Bob via R;

(b) Computes I ′i = D(C(σ′′
i−1(Ii)));

(c) Applies (σ′′
i−1)

−1 to get I ′′i = (σ′′
i−1)

−1(I ′i);
(d) Calculates a sorting permutation σ′′

i .

At the receiver’s side, Bob performs the following decryption algorithm to recover
the original video sequence V:

1. Bob calculates D(C(I1)) = I ′1 ≈ I1 calculates a sorting permutation σ′
1.
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Fig. 7. Diagram of our decryption algorithm for lossy spatial-only video codecs.

2. From C(σ′
1(I2)) he computes I ′2 = D(C(σ′

1(I2))).
3. Bob approximates I2 ≈ I ′′2 = (σ′

1)
−1(I ′2).

4. He then recovers a sorting permutation σ′′
2 of I ′′2 .

5. For each received frame C(σ′′
i−1(Ii)), i = 3, . . . , m, Bob does the following:

(a) Decodes C(σ′′
i−1(Ii)) into I ′i = D(C(σ′′

i−1(Ii)));
(b) Approximates Ii ≈ I ′′i = (σ′′

i−1)
−1(I ′i);

(c) If i < m he calculates a sorting permutation σ′′
i of I ′i.

4 Security Analysis of Our Model

Key Space. In order to grasp the true complexity of an exhaustive search of
the key space related to our method, one should answer the following question:
Given a color histogram of an w × h image I, how many different images can
be formed out of the histogram color values? Note that I is just one of these
images. We use some known group theoretic properties to provide the answer to
this question.

Let Sn denote the symmetric group of permutations on n points. Thus, in
spirit of our previous notation, σI ∈ Sw×h. Furthermore, if ZZm

n denotes the
m-dimensional set of integers modulo n, then I ∈ ZZw×h

2n . Next we review the
definitions of a permutation group action, an orbit, and a stabilizer.

Whenever X is a set or group then |X| denotes the size of X. If |X| = n, then
Sn acts on X by permuting the elements of X. In this group action, if x ∈ X
then an orbit of x, denoted by O(x), is a subset of X defined by:

O(x) = {π(x) : π ∈ Sn} ⊂ X,

while the stabilizer of x, denoted by S(x), is the subgroup of Sn defined by:

S(x) = {π ∈ Sn : π(x) = x} ≤ Sn.
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Notice that if I is a w×h image with pixel values from ZZ2n , then the number
of different images that can be formed by permuting the pixels in I is exactly
the size of the orbit of I (i.e., |O(I)|) under the group action of Sw×h acting on
ZZw×h

2n , which would answer our previously posted question. The following well-
known theorem from an elementary group theory helps determine this number:
If G is a group acting on set X, and x ∈ X, then |O(x)| = |G|/|S(x)|. In our
case, |G| = |Sw×h| = (w × h)!. Therefore, if we can determine |S(I)|, then we
know |O(I)|.

Let U(I) ⊂ ZZ2n denote the set of unique values of I. Furthermore, if u ∈
U(I) then let N(u) denote the number of times pixel value u appears in I. Then
the following theorem holds:

Theorem 1. If G = Sw×h is a permutation group action on image I ∈ ZZw×h
2n ,

and U(I) = {u1, . . . , uk}, then the size of the stabilizer of I is

|S(I)| =
k∏

i=1

N(ui)!.

Proof. Let u ∈ U(I). Then, there are N(u) pixels in the image I that have
the value of u. Thus, there are N(u)! ways of permuting these values among
themselves without changing I. Doing this for all elements of U(I) results in a
total number of N(u1)!× . . .×N(uk)! ways of permuting I without changing it.
This is exactly the size of the stabilizer of I.

Using the result of Theorem 1 we have that the number of different images
that can be formed out of pixels from I, where U(I) = {u1, . . . , uk}, is

|O(I)| =
(w × h)!

∏k
i=1 N(ui)!

.

Thus, there are exactly (w × h)!/
∏k

i=1 N(ui)! permutations in Sw×h that
permute I differently. These permutations are the effective key space of our
method. Therefore, the size of the key space depends on the color histogram
of the encrypted frame. As one can see, this number is extremely large when
considering natural images.

Known/Chosen-Plaintext and Chosen-Ciphertext Attacks. In general,
permutation-only video encryption is considered weak against known/chosen-
plaintext attack, and the chosen-ciphertext attack [6]. However, all of the previ-
ously proposed permutation-only video encryption methods rely on generating
the secret permutation using a secret key. Under this scenario, all of the afore-
mentioned attacks are trying to recover the secret key (or a part of it) that was
used for the current or future encryptions. Our method for video encryption does
not rely on such principle, and there is no secret key upon which a permuta-
tion is generated. Namely, our method rely on the sorting permutation for the
previous frame, and thus, a key is directly dependant of the plaintext. Under
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the chosen-plaintext attack, the adversary can easily compute the sorting per-
mutation for the chosen frame, but this gives no information about the sorting
permutations for the unknown frames. Similarly, under the chosen-ciphertext
attack, the adversary is able to recover the unsorting permutation for the chosen
encrypted (sorted) frame, but this gives no information regarding other unknown
ciphertexts. In fact, all frames with the same histogram encrypt into the same
ciphertext, so when the adversary encounters the same ciphertext again, the
previous unsorting permutation may give a completely inaccurate plaintext. A
limited known-plaintext attack is applicable to our method, because the adver-
sary can recover all frames that follow the known frame until the scene changes
and key frame is updated. However, as mentioned earlier, our system is such
that it is not possible to re-use the secret key for future scenes or sequences,
since there is no key that is independent of the plaintext.

Known Weaknesses. If one frame of a video scene is known, all of the frames
that follow within that scene are then computable by the adversary. In addition,
if the adversary possesses the information on the possible videos to be encrypted,
he or she may be able to recognize which video sequence is being transmitted
from Alice to Bob by observing the publicly given histograms of frames. These
two attacks are unavoidable in the proposed scheme, and the scheme should not
be used where these attacks could be of interest to the adversary.

5 Performance Analysis and Experimental Results

To evaluate the performance of our method in terms of compression, we run ex-
periments on several fairly static greyscale sequences in CIF and QCIF formats.

Table 1. Performance of our method for lossless spatial-only codecs.

Codec w/o Encryption Codec w/ Encryption
Sequence Codec Size[MB] Avg.Frm.[KB] Size[MB] Avg.Frm.[KB]
Akiyo A-GIF 21.53 73.51 9.24 31.54
CIF, 300 frms M-PNG 19.09 65.15 7.96 27.17

M-JLS 10.70 36.53 7.39 25.23
Mother and A-GIF 21.68 73.99 15.93 54.38
Daughter M-PNG 19.23 65.64 14.97 51.11
CIF, 300 frms M-JLS 11.31 38.62 12.63 43.12
Monitor Hall A-GIF 24.88 84.91 18.50 63.14
CIF, 300 frms M-PNG 21.67 73.97 17.55 59.91

M-JLS 13.13 44.83 14.62 49.89
Grandma A-GIF 2.14 21.91 1.45 14.84
QCIF, 100 frms M-PNG 1.90 19.46 1.30 13.34

M-JLS 1.18 12.13 0.89 9.09
Claire A-GIF 1.52 15.59 1.17 11.98
QCIF, 100 frms M-PNG 1.35 13.86 1.02 10.48

M-JLS 0.75 7.68 0.71 7.27
Miss A-GIF 1.54 15.80 1.33 13.57
America M-PNG 1.44 14.79 1.27 13.05
QCIF, 100 frms M-JLS 0.81 8.34 0.91 9.37



11

Table 2. Performance of our method for lossy spatial-only codecs.

M-JPEG w/o Encryption M-JPEG w/ Encryption
Sequence Q Size[MB] Avg.Frm.[KB] PSNR Size[MB] Avg.Frm.[KB] PSNR
Akiyo 90 3.96 15.93 45.29 3.71 12.72 41.63
CIF, 300 frms 70 2.05 8.24 40.39 1.92 6.59 36.13

50 1.55 6.24 38.20 1.37 4.70 33.93
Mother and 90 4.21 16.96 45.25 4.98 17.07 39.97
Daughter 70 2.24 9.04 40.91 2.48 8.48 34.68
CIF, 300 frms 50 1.70 6.84 38.88 1.72 5.91 32.70
Monitor Hall 90 5.55 22.35 43.21 6.05 20.71 38.89
CIF, 300 frms 70 3.02 12.15 38.12 2.93 10.03 33.49

50 2.25 9.05 35.95 2.01 6.89 31.40
Grandma 90 0.57 5.94 41.04 0.35 3.58 41.55
QCIF, 100 frms 70 0.32 3.28 36.47 0.19 1.93 36.35

50 0.24 2.48 34.81 0.14 1.44 34.06
Claire 90 0.41 4.22 45.19 0.31 3.19 42.23
QCIF, 100 frms 70 0.25 2.62 39.86 0.17 1.80 36.60

50 0.20 2.08 37.51 0.13 1.36 34.36
Miss 90 0.35 3.64 45.63 0.36 3.69 41.55
America 70 0.19 1.98 41.52 0.19 1.98 35.97
QCIF, 100 frms 50 0.15 1.56 39.71 0.14 1.46 33.83

As Tables 1 and 2 show, our method preserves, and in many instances even im-
proves the compression performance of the original codec without encryption.
Table 2 also compares the loss of quality (in terms of PSNR) when our method is
applied to the lossy M-JPEG with quality parameter Q that controls the quan-
tization level in M-JPEG. Q ranges from 0 (the worst quality) to 100 (the best
quality). A modest loss of quality occurs by performing the proposed encryption
with lossy codecs.

Finally, we note that the computational complexity of the proposed method
is very low at the decoder side for both lossless and lossy codecs, since the
only computation that has to be performed involves the calculation of a sorting
permutation. A standard sorting algorithm with complexity of O(N log N) can
be used to calculate a sorting permutation of the given frame. Inverting and/or
applying a permutation is equivalent to a table lookup.

6 Conclusions and Future Research

In this work we proposed a novel video encryption algorithm designed for both
lossless and lossy low-motion spatial-only video codecs. The algorithm preserves
(or even improves) the redundancies of the source data, and thus it can be per-
formed before compression at the encoder side, and after decompression at the
decoder side, which is a unique feature. In effect, the algorithm produces fully
application-friendly output, and requires no modification to the codec modules.
We also presented both security and performance analysis of our method, and
showed that the algorithm is computationally efficient and resistant to typi-
cal cryptanalytic attacks. Future directions should include the investigation of
extending this principle to achieve efficiency in exploiting the temporal redun-
dancies as well, in order to achieve the applicability to more advanced video
codecs such as H.26x and MPEG-x.
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