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tCurrently, the most eÆ
ient atta
k on the NTRU publi
-key 
ryp-tosystem, proposed by Coppersmith and Shamir[4℄, is based on �nd-ing a short enough ve
tor in an integral latti
e. An NTRU latti
epossesses a 
y
li
 automorphism group whose symmetry may be ex-ploited. We have designed methods for redu
ing bases of NTRU in-tegral latti
es based on this symmetry. In addition to these meth-ods, we use hill-des
ending te
hniques to 
ombine new and proposedlatti
e-redu
tion algorithms. This approa
h in
ludes deterministi
 andnon-deterministi
 
omponents whi
h may be eÆ
iently parallelized.1 Introdu
tionThe NTRU 
ryptosystem was originally proposed by Ho�stein, Pipher, andSilverman[2℄. Sin
e its origin, it has undergone several improvements andhas be
ome the fastest publi
-key en
ryption s
heme available. Conse-quently, NTRU is suitable for appli
ations where pro
essor and memoryrequirements are limited, su
h as Smart-Cards, mobile devi
es, and embed-ded te
hnologies. NTRU has been a

epted to IEEE P1363 standards andis 
urrently being 
onsidered for standard by the Consortium for EÆ
ientEmbedded Se
urity (CEES). 1



2 Seidel, So
ek, and SramkaThe se
urity of NTRU is not ne
essarily based on the diÆ
ulty of re-du
ing the NTRU latti
e, but latti
e redu
tion is 
urrently the best knownatta
k. In addition, it is ne
essary to 
arefully 
hoose NTRU parameters inorder to avoid 
ertain spe
ialized atta
ks su
h as using de
ryption failuresto re
over the private key[5℄, among others.Even though many 
hanges to the NTRU en
ryption s
heme have beenmade, our atta
ks are based on the s
heme introdu
ed in [2℄. The mostre
ently proposed enhan
ement[6℄ a�e
ts implemenation eÆ
ien
y and maya�e
t se
urity.2 A Brief Outline of NTRU AlgorithmThe NTRU publi
-key en
ryption s
heme[2℄ is spe
i�ed with the follow-ing parameters: N; p; q; df ; dg; dr with the standard parameters p = 3; q =2k; N = 1+2r with r a prime and df ; dg; dr spe
ifying properties of polyno-mials to be 
hosen.� Key GenerationGiven R = Z[x℄=(xN � 1), the ring of trun
ated polynomials modulothe ideal generated by xN � 1, Bob 
hooses f 2 Rfdf ; df � 1g. Thatis, Bob 
hooses a polynomial in the trun
ated ring with df 
oeÆ
ientsequal to 1, df�1 
oeÆ
ients equal to -1, and all other 
oeÆ
ients equalto 0. Similarly, Bob 
hooses g 2 Rfdg; dgg. He then 
omputes themultipli
ative inverse f�1p of f inRp, the trun
ated ring of polynomialsmodulo p, and similarly, the inverse f�1q of f in Rq. Finally, Bob
omputes his publi
 keyh � p � f�1q � g (mod q) (2.1)The publi
 information is nowfN; p; q; df ; dg; dr; hgand the private key is f .� En
ryptionAli
e sele
ts a random polynomial r 2 Rfdr; drg and en
rypts a mes-sage m by e � r � h+m (mod q)� De
ryptionIn order to de
rypt the re
eived 
iphertext e, Bob �rst 
omputesa � f � e (symod q)and then �nds b � a (symod p)



Parallel Symmetri
 Atta
k on NTRU 3Finally, Bob 
omputes 
 � f�1p � b (mod p)Now 
 should be Ali
e's original message m.3 Latti
e Redu
tion Atta
k on NTRUThe following atta
k was introdu
ed by Coppersmith and Shamir[4℄. Let Lbe the following 2N � 2N matrixL = � I O
ir(h) qI � (3.1)where I is the N �N identity matrix, O the N �N zero matrix, and
ir(h) = 26664 h0 hN�1 : : : h2 h1... ... . . . ... ...hN�2 hN�3 : : : h0 hN�1hN�1 hN�2 : : : h1 h0 37775is the 
ir
ulant matrix of the publi
 polynomial h = h0 + h1x + � � � +hN�1xN�1, de�ned in (2.1).The 
olumns of L span a unique integral latti
e L. By the de�nition ofL, it is easy to show that the 
on
atenated ve
tor (f; pg) 2 L.With the standard sele
tion of polynomials f and g, it turns out that(f; pg) is a short ve
tor in L whose norm 
an be 
al
ulated from the publi
information. Hen
e, by redu
ing the basis of L, an atta
ker may obtain thetarget ve
tor (f; pg) if a ve
tor of equal norm is found.A basis that 
ontains the target ve
tor is referred to as a resolutionbasis. The well-known LLL algorithm[1℄ and its various improvements dueto S
hnorr and others, is 
urrently the fastest method for general basisredu
tion. S
hnorr also introdu
ed a BKZ method[3℄ whi
h, at the expenseof polynomial time, produ
es a further redu
ed basis. In this approa
h, alarger set of ve
tors is pro
essed simultaneously. The 
ardinality of this setof ve
tors is 
alled the blo
k size.4 Symmetry of NTRU Latti
eThe NTRU latti
e possesses a non-trivial 
y
li
 automorphism group. Thissymmetry leads to a new 
ryptanalyti
 approa
h.Let v = (v1; v2; : : : ; v2N ). De�ne birotation of v by k positions, denotedbirotatek(v) as the fun
tion R2N ! R2N de�ned by (v1; v2; : : : ; v2N ) 7!(v1+k mod N ; v2+k mod N ; : : : ; vN+k mod N ; vN+(1+k mod N); : : : ; vN+(N+k mod N)).The following Theorem shows some of the ni
e properties of su
h biro-tations.



4 Seidel, So
ek, and SramkaTheorem 4.1 Let L be an NTRU latti
e. Then v 2 L if and only ifbirotatek(v) 2 L for any integer k.Proof. Let Pk be the N � N permutation matrix that performs a 
y
li
shift by k positions, and let P be the following blo
k matrixP = � Pk OO Pk �where O is the N �N zero matrix. It is easy to see thatbirotatek(v) = Pv (4.1)Sin
e v 2 L, it 
an be expressed as a linear 
ombination of 
olumns ofL; i.e., there exists a ve
tor x = (x1; : : : ; x2N ), with all integer 
oeÆ
ients,su
h that v = Lx:Multiplying both sides by P yieldsPv = PLx = PLP�1Px:Use (4.1) to obtainbirotatek(v) = PLP�1 � birotatek(x) (4.2)On the other hand, sin
ePk � 
ir(h) = 
ir(h) � Pkthe following equality holdsPLP�1 = � Pk OO Pk � � I O
ir(h) qI � � P�1k OO P�1k � == � Pk OPk � 
ir(h) qPk � � P�1k OO P�1k � == � PkP�1k OPk � 
ir(h) � P�1k qPkP�1k � = � I O
ir(h) qI � = L:Finally, equation (4.2) states that birotatek(v) = L �birotatek(x), that is,birotatek(v) 2 L, sin
e it 
an be written as a linear 
ombination of 
olumnsof L.For the 
onverse, assume birotatek(v) 2 L and observe thatbirotateN�k(birotatek(v)) = birotateN (v) = v;and so by the dire
t statement of this proposition it follows that v 2 L.�
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 Atta
k on NTRU 5An elementary result is summarized in the following remark.Remark 4.2 Let L be any integral latti
e, and suppose that ve
tors V =fv1; v2; : : : ; vng form a basis for L. If w 2 L then, for any i, 1 � i � n,the set of ve
tors V 0 = fv1; v2; : : : ; vi�1; w; vi+1; : : : ; vng forms a spanningset for a sublatti
e L0 of L. If ve
tors in V 0 are linearly dependent over Z,then detV 0 = 0 and dimL0 < dimL. When the ve
tors in V 0 are linearlyindependent over Z, then the sublatti
e L0 is of the same dimension as Land V 0 forms a basis of L0.The implementation of the previous Theorem is a 
ore 
omponent of theproposed NTRU latti
e redu
tion te
hnique. That is, the ve
tor of largestnorm in the basis B 
an be repla
ed by a birotation of any ve
tor of smallernorm. If the new basis spans the same latti
e, then this basis is redu
edrelative to B. The algorithm in Table 1 illustrates this pro
ess.Input: 2N � 2N matrix L (a basis of an NTRU latti
e), and m;n 2 Z,1 � m < n � 2NOutput: 2N � 2N matrix L0 with weight less then the weight of L(* BIROT)L00  Li 1a det(L)START:nth 
olumn of L00  birotatei(mth 
olumn of L00)b det(L00)if ba = �1 goto ENDi i+ 1if i < N goto STARTL0  LTERMINATEEND:L0  L00TERMINATE Table 1: BIROT Algorithm5 Hill-Des
ending Approa
hIt is a known fa
t that the LLL algorithm is sensitive to the order of the basisve
tors. A systemati
 sele
tion of permutations of the basis ve
tors, along



6 Seidel, So
ek, and Sramkawith the birotation redu
tion are the building blo
ks of the hill des
endingapproa
h.There are in�nitely many bases of a latti
e L 2 Rn . However, there isno basis whi
h is obviously better than the others. A basis B0 is said tobe redu
ed relative to a basis B, if wt(B0) � wt(B). The hill-des
endingapproa
h implements a walk B0 ! B1 ! : : : ! Bk in the spa
e of bases ofthe latti
e L, where wt(Bi) � wt(Bi+1). Here, B0 is the basis L de�ned in(3.1), and su

ess is a
hieved if Bk is a resolution basis.5.1 Ordering of Basis Ve
torsLet B = fb0; : : : ; b2Ng be a basis for NTRU latti
e L, and let � 2 S2N bethe identity permutation on 2N letters.De�ne distan
e of two permutations �; � 2 S2N to be d(�; �) = k,for some integer 0 � k � 2N , if the two permutations di�er at exa
tly kpositions. Let B(�; k) = f� 2 S2N jd(�; �) = k gdenote the family of all permutations of distan
e k from a �xed permutation�. It follows that jB(�; k)j = �nk�Dkwhere Dk is number of derangements on k letters. It is easy to see thatB(�; 0) = f�g and jB(�; 1)j = 0.In the hill-des
ending algorithm, permutations from B(�; k), for variousvalues k are randomly sele
ted. Su
h permutations are then applied to theordering of basis ve
tors of B. In pra
ti
e, a basis B is represented in amatrix form, and permuting the order of basis ve
tors means permuting the
olumns of the matrix.5.2 The AlgorithmThis se
tion presents a des
ription of the Las Vegas type method for resolv-ing NTRU latti
es. The algorithm is based on the 
ombination of BKZ-LLLand BIROT primitives, and it 
an be implemented in parallel.The algorithm requires input parameters L and � , where L is an NTRUlatti
e basis and � is the norm value of the target ve
tor (f; pg). In the �rststage a BKZ-LLL with blo
ksize s = 2 is applied to L to obtain an initialredu
tion B. The blo
ksize 2 guarantees that the exe
ution time will bepolynomial. Next, basis B undergoes a loop of parallel M pro
esses. Atea
h PUi (Pro
essing Unit i) the 
olums of B are permuted a

ording to arandom permutation � whi
h is of distan
e k from the identity permutation.Su
h permuted basis is supplied to lo
al BKZ-LLL primitive, resulting inbasis B0i. At the main PU, the algorithm then examines the bases B0i andsele
ts the minimal weight basis Bmin. If the basis Bmin is redu
ed relative
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 Atta
k on NTRU 7to Bi, the algorithm loops ba
k to the parallel stage, setting the input basisto B to Bmin. In the 
ase when wt(Bmin) > wt(B), the distan
e k isin
remented by 1 before looping ba
k to parallel stage. However, when krea
hes the maximum value of 2N +1, BIROT routine is perfomed on B inorder to es
ape the lo
al minimum of hill-des
ending approa
h. Followingthe BIROT, the algorithm resets k value ba
k to 2. In the 
ase BIROT doesnot result in the further redu
tion, blo
ksize s is in
resed by 1.The algorithm is expe
ted to run until it produ
es resolved basis of L.It is non-deterministi
 in nature (Las Vegas type), and in some instan
es itdoes not produ
e desired results.The hill-des
ending (Las Vegas type) algorithm is in Table 2 and in Table3, and its s
hemati
 diagram is shown in Figure 1.
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Figure 1: S
heme for the parallel hill-des
ending algorithm



8 Seidel, So
ek, and SramkaInput: L an NTRU latti
e basis, � the norm of target ve
torOutput: resolution basis of L(* MASTER)s 2 (blo
ksize)k  2 (distan
e)B  LSTART:for ea
h pro
essor j, 1 � j �M , perform (* SLAVE j)sele
t Bmin su
h that wt(Bmin) = minfwt(B1); : : : ;wt(BM )gif v 2 Bmin su
h that kvk = � thenTERMINATEif wt(Bmin) < wt(B) thenB  Bmingoto STARTk  k + 1if k � 2N thengoto STARTBbirot  BIROT(Bmin)if wt(Bbirot) < wt(Bmin) thenB  Bbirotk  2goto STARTs s+ 1goto STARTTable 2: Parallel hill-des
ending algorithm - MASTER6 Con
lusionA method for exploiting the symmetry of the NTRU latti
e was introdu
edwith the repla
ement of large ve
tors in the basis with smaller norm, biro-tated ve
tors. This method alone led to redu
ed bases, but was signi�
antlyimproved through parallel pro
essing. By using existing well-known latti
eredu
tion te
hniques, in 
onjun
tion with the birotation method, the hill-des
ending approa
h introdu
es a walk through the spa
e of bases whi
h ulti-mately leads to faster resolution when 
ompared to existing latti
e redu
tionmethods. Furthermore, performan
e is enhan
ed through the parallelizationof 
riti
al 
omponents, as introdu
ed in the proposed algorithm. While ex-perimental results support the e�e
tiveness of this hill-des
ending approa
h,its non-deterministi
 nature implies variable performan
e and does not guar-antee resolution.
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 Atta
k on NTRU 9Input: Bj a latti
e basis, distan
e k, blo
k size sOutput: redu
ed basis of Bj(* SLAVE j)randomly sele
t � 2 B(�; k) where � 2 S2N is the identity permutationapply � to the order of ve
tors in basis BjB0j  BKZ� LLLs(Bj)return B0j Table 3: Parallel hill-des
ending algorithm - SLAVEA
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